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Objectives

• Learn about phishing
• Learn about Internet Protocol (IP)

addresses
• Learn about Domain Name System

(DNS) names
• Learn how to determine if an email

really came from the person or
organization it appears to come from
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Phishing

• The act of sending an email falsely
claiming to be a legitimate enterprise in
an attempt to scam the recipient into
surrendering private information such
as a credit card number, bank account
number, or PIN.
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IP Addressing

• Each interface on a network is assigned a 32-bit IP address
• The address has a prefix and suffix

• Network and host ID
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IP Addresses
• Examples

– 66.241.68.18
– 140.211.107.34
– 192.168.0.1

• Finding your own address
– ipconfig/all on Windows
– ifconfig on Unix
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IP Classful Addressing

Class First First Byte Prefix Intent
Few Bits Length

A 0 1-126* 8 Very large networks
B 10 128-191 16 Large networks
C 110 192-223 24 Small networks
D 1110 224-239 NA IP multicast
E 1111 240-255 NA Experimental

*Addresses starting with 127 are reserved for IP traffic local to a host.
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Address Assignment
• Managed by the Internet Assigned

Numbers Authority (IANA)
• Users are assigned IP addresses by

Internet Service Providers (ISPs)
• ISPs obtain allocations of IP addresses

from their appropriate Regional Internet
Registry (RIR)
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Regional Internet Registries (RIR)

• APNIC (Asia Pacific Network Information
Centre)

• AfriNIC (African Network Information Center)
• ARIN (American Registry for Internet Numbers)

– North America
• LACNIC (Regional Latin-American and

Caribbean IP Address Registry) – Latin America
and parts of the Caribbean

• RIPE NCC (Réseaux IP Européens) – Europe,
parts of the Middle East and Asia
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Private Addresses
RFC 1918 Private IP Addressing

Microsoft Automatic Private IP Addressing

169.254.0.1 - 169.254.255.254
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Your Own Address
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Address Geographic Location
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Researching IP Address with Whois
ibook-g4$ whois 66.241.68.18
OrgName:    Ashland Fiber Network
OrgID:      COFA
Address:    90 N Mountain Ave / 20 E Main
City:       Ashland
StateProv:  OR
PostalCode: 97520
Country:    US
ReferralServer: rwhois://rwhois.ashlandfiber.net:4321
NetRange:   66.241.64.0 - 66.241.95.255
CIDR:       66.241.64.0/19
NetName:    ASHLANDFN-1
NetHandle:  NET-66-241-64-0-1
Parent:     NET-66-0-0-0-0
NetType:    Direct Allocation
NameServer: NS0.ASHLANDFIBER.NET
NameServer: NS1.ASHLANDFIBER.NET
OrgTechPhone:  +1-541-552-2222
OrgTechEmail:  systems@ashlandfiber.net
# ARIN WHOIS database, last updated 2006-05-19 19:10
# Enter ? for additional hints on searching ARIN's WHOIS database.
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Domain Name System

• Names map to IP addresses
• Examples

– www.sou.edu = 140.211.107.34
– www.priscilla.com = 66.241.68.22

• The Domain Name System (DNS) is a
set of servers that together know all the
names used on the Internet

• More about this later…



Copyright 2008 Priscilla Oppenheimer

Email Schemes

• Scammers
• Spammers
• Phishers
• And other scum



Copyright 2008 Priscilla Oppenheimer

Basic Email Header
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Email Header Info

• Header info can be faked
– From
– Reply to
– Return-path
– Subject
– Date

• Don't believe it!
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Faking Is Easy!
host18$ telnet mail.target.com 25
Trying 192.168.68.22...
Connected to mail.target.com.
220 mail.target.com ESMTP Postfix
HELO citibank.citibank.com
250 mail.target.com
MAIL FROM:citibank_admin@citibank.com
250 Ok
RCPT TO:po@target.com
250 Ok
DATA
354 End data with <CR><LF>.<CR><LF>
FROM:citibank_admin@citibank.com
SUBJECT:your account
TO:po@target.com
Show me the money!
.
250 Ok: queued as F23192DE9DE2
quit
221 Bye
Connection closed by foreign host.
host18$
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Fake
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Turn on "Long Headers"
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Reading Long Header Info

• Check path by looking at “received” list
• Read it upside down (originator is at the

bottom of the list)
• Uses the passive voice, so can be

confusing
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Long Header Example
• Return-Path: <example@aol.com>
• Received: from mailx.target.com ([unix socket]) by mailx.target.com

(Cyrus v2.2.12-OS X 10.4.0) with LMTPA; Sun, 21 May 2006 09:28:29 -
0700X-Sieve: CMU Sieve 2.2

• Received: from imo-m23.mail.aol.com (imo-m23.mx.aol.com [64.12.137.4])
by mailx.target.com (Postfix) with ESMTP id 0CB7A547326for
<example@example.com>; Sun, 21 May 2006 09:28:25 -0700 (PDT)

• Received: from example@aol.com by imo-m23.mx.aol.com
(mail_out_v38_r7.5.) id f.15.54bf1f19 (58808);Sun, 21 May 2006 12:28:18
-0400 (EDT)

• From: example@aol.com
• Message-ID: <15.54bf1f19.31a1ef21@aol.com>
• Date: Sun, 21 May 2006 12:28:17 EDT
• Subject: Killer or Coder??  See if you know...
• To: example@example.com
• MIME-Version: 1.0
• Content-Type:

multipart/alternative;boundary="part1_15.54bf1f19.31a1ef21_boundary”
• X-Mailer: Thunderbird - Mac OS X sub 310
• X-Spam-Flag: NO
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Email Sequence
• Return-Path: <example@aol.com>
• Received: from mailx.target.com ([unix socket]) by  mailx.target.com

(Cyrus v2.2.12-OS X 10.4.0) with LMTPA; Sun, 21 May 2006 09:28:29 -
0700X-Sieve: CMU Sieve 2.2

• Received: from imo-m23.mail.aol.com (imo-m23.mx.aol.com [64.12.137.4])
by  mailx.target.com (Postfix) with ESMTP id 0CB7A547326for
<example@example.com>; Sun, 21 May 2006 09:28:25 -0700 (PDT)

• Received: from example@aol.com by imo-m23.mx.aol.com
(mail_out_v38_r7.5.) id f.15.54bf1f19 (58808);Sun, 21 May 2006 12:28:18
-0400 (EDT)

• From: example@aol.com
• Message-ID: <15.54bf1f19.31a1ef21@aol.com>
• Date: Sun, 21 May 2006 12:28:17 EDT
• Subject: Killer or Coder??  See if you know...
• To: example@example.com
• MIME-Version: 1.0
• Content-Type:

multipart/alternative;boundary="part1_15.54bf1f19.31a1ef21_boundary”
• X-Mailer: Thunderbird - Mac OS X sub 310
• X-Spam-Flag: NO
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Email Sequence
• Return-Path: <example@aol.com>
• Received: from mailx.target.com ([unix socket]) by  mailx.target.com
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• Subject: Killer or Coder??  See if you know...
• To: example@example.com
• MIME-Version: 1.0
• Content-Type:

multipart/alternative;boundary="part1_15.54bf1f19.31a1ef21_boundary”
• X-Mailer: Thunderbird - Mac OS X sub 310
• X-Spam-Flag: NO
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Email Sequence
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Email Sequence
• Return-Path: <example@aol.com>
• Received: from mailx.target.com ([unix socket]) by  mailx.target.com

(Cyrus v2.2.12-OS X 10.4.0) with LMTPA; Sun, 21 May 2006 09:28:29 -
0700X-Sieve: CMU Sieve 2.2

• Received: from imo-m23.mail.aol.com (imo-m23.mx.aol.com [64.12.137.4])
by  mailx.target.com (Postfix) with ESMTP id 0CB7A547326for
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• From: example@aol.com
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• Date: Sun, 21 May 2006 12:28:17 EDT
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• MIME-Version: 1.0
• Content-Type:

multipart/alternative;boundary="part1_15.54bf1f19.31a1ef21_boundary”
• X-Mailer: Thunderbird - Mac OS X sub 310
• X-Spam-Flag: NO



Copyright 2008 Priscilla Oppenheimer

Checking ARIN
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ARIN Whois Result



Copyright 2008 Priscilla Oppenheimer

Another Email Example
• Return-Path: example@illustration.com
• Received: from mailx.target.com ([unix socket]) by

mailx.target.com (Cyrus v2.2.12-OS X 10.4.0) with LMTPA; Wed, 17
May 2006 22:57:14 -0700X-Sieve: CMU Sieve 2.2

• Received: from mail.illustration.com (mail.illustration.com
[65.116.147.195]) by mailx.target.com (Postfix) with ESMTP id
A866E4E8701for <example@example.com>; Wed, 17 May 2006 22:57:13 -
0700 (PDT)

• Received: from homepkha40dpju (adsl-70-231-238-
174.dsl.snfc21.sbcglobal.net [70.231.238.174])  (AUTH: LOGIN
example, SSL: TLSv1/SSLv3,128bits,RC4-MD5)  by
mail.illustration.com with esmtp; Wed, 17 May 2006 22:57:12 -0700
id 0002E02B.446C0CB8.0000DA9E

• From: example@illustration.com
• To: example@example.com
• Subject: RE: Pictures
• Date: Wed, 17 May 2006 23:13:07 -0700
• Message-ID: JNELIMECMEOKKFFEKHBCAEJMCNAA.example@illustration.com
• MIME-Version: 1.0Content-Type: text/plain;charset="us-

ascii"Content-Transfer-Encoding: 7bitX-Priority: 3 (Normal)
• In-Reply-To: 5832859D-BFB7-4ADA-A295-0BDE9739354E@example.com
• Importance: Normal
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Phishing Example
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Phishing Example Header
• Return-Path: <support@chase.com>
• Received: from mailx.target.com ([unix socket]) by mailx.target.com

(Cyrus v2.2.12-OS X 10.4.0) with LMTPA; Thu, 13 Apr 2006 09:13:12 -
0700X-Sieve: CMU Sieve 2.2

• Received: from 66.240.255.32 (unknown [66.240.255.32])by
mailx.target.com (Postfix) with SMTP id 4AAF81425D4for
<example@example.com>; Thu, 13 Apr 2006 09:13:12 -0700 (PDT)

• Received: from 235.82.160.144 by ; Thu, 13 Apr 2006 12:08:15 -0500
• Message-ID: <circuitry@aol.com>
• From: "Chase Online Banking " <support@chase.com>
• Reply-To: "Chase Online Banking " <support@chase.com>
• To: example@example.com
• Subject: Confirm your Online Chase records!
• Date: Thu, 13 Apr 2006 13:09:15 -0400
• X-Mailer: Microsoft Outlook, Build 10.0.2616MIME-Version: 1.0
• Content-Type: multipart/alternative;boundary="--

241369552528522502883"X-Priority: 1X-MSMail-Priority: High
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Phishing Example Header
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Phishing Example Sneaky
Methods

• Received: from 235.82.160.144
– That's a multicast address and should

never be used as a source address
• Received: from 66.240.255.32

– According to ARIN, the number belongs to
California Regional Intranet, Inc. in San
Diego

• Could be suspicious?
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Phishing Example Domain
Name System (DNS) Research
• Where should chase.com really be

coming from?
• nslookup command
• dig command
• whois can do names too
• www.dnsstuff.com
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Phishing Example DNS Name
Research
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Phishing Example
Raw Source of Part of Message Text

• To get started, please click the link
below:</FONT><BR></BLOCKQUOTE><BLOCKQUOTE
cite=3D"" type=3D"cite"><A
href=3D"http://chase.com.login-
personal.com/start.html"
target=3D_blank <a><FONT
color=3D#003399>https://chaseonline.chase
.com/accountservices.jsp</FONT>=</A></B><
/FONT>   <BR></BLOCKQUOTE>
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Phishing Example
Raw Source of Part of Message Text

• To get started, please click the link
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href=3D"http://chase.com.login-
personal.com/start.html"
target=3D_blank <a><FONT
color=3D#003399>https://chaseonline.chase
.com/accountservices.jsp</FONT>=</A></B><
/FONT>   <BR></BLOCKQUOTE>
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Summary
• IANA assigns IP addresses
• Regional Registries assign addresses

for regions
• Start with ARIN when researching

– ARIN will tell you where to go for non-
American addresses

• Turn on long headers in email
• Don't fall for silly stuff in the body of the

email


