From: supprefnum17035@citibank.com

Subject: CitiBank: urgent security notification for clients
Date: October 6, 2004 2:57:34 AM PDT
To: victim@students.sou.edu

citi’

Dear CitiBank customer,

Recently there have been a large number of identity theft attempts targeting CitiBank
customers. In order to safeguard your account, we require that you confirm your
banking details.

This process is mandatory, and if not completed within the nearest time your account
may be subject to temporary suspension.

To securely confirm your Citibank account details please go to:

https:fweb. da-us. citibank. com/signin/scripts/loginfuser_setup.jsp

Thank you for your prompt attention to this matter and thank you for using CitiBank!
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